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An Algorithm for Synchronizing a Clock When
the Data Are Received Over a Network With
an Unstable Delay

Judah Levine

Abstract—A method is presented for synchronizing the time of
a clock to a remote time standard when the channel connecting
the two has significant delay variation that can be described only
statistically. The method compares the Allan deviation of the chan-
nel fluctuations to the free-running stability of the local clock, and
computes the optimum interval between requests based on one of
the three selectable requirements: 1) choosing the highest possible
accuracy; 2) choosing the best tradeoff of cost versus accuracy; or
3) minimizing the number of requests to realize a specific accu-
racy. Once the interval between requests is chosen, the final step is
to steer the local clock based on the received data. A typical adjust-
ment algorithm, which supports both the statistical considerations
based on the Allan deviation comparison and the timely detection
of errors, is included as an example.

Index Terms—Analysis of variance, frequency control, fre-
quency locked loops, low-frequency noise, phase noise, statistical
distribution functions, timing jitter.

I. INTRODUCTION

HE Time and Frequency Division of the National Institute

of Standards and Technology (NIST) operates public
servers that are connected to the Internet and that respond to
requests for time in a number of different formats. See [1]
for the list. The two-way message protocol plays a central
role in the operation of these servers—the servers that are not
located at one of the NIST time and frequency laboratories in
Colorado are synchronized to UTC(NIST) by the use of a two-
way message exchange over telephone lines, and the delay in
the network link between the public clients and these servers is
also estimated using a two-way protocol. (The telephone-line
connection and the network messages are based on different
data formats, but they share the common feature of estimating
the one-way time delay between the transmitter and the receiver
as one-half of the measured round-trip delay. The details of this
method are described below.) In both cases, the goal is to syn-
chronize the time of the clock in a client system to the time
of a remote server. The design of the synchronization process
depends on statistical estimates of the characteristics of both
the client system and the network that links it to the remote
reference, with a goal of realizing a system that incorporates
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the best properties of both contributions and, therefore, has bet-
ter overall statistical properties than either the network or the
local clock taken separately. The Allan variance plays a central
role in this estimation process, and this role will be described
in the next sections. The focus is on the usefulness of the Allan
variance in this application, and the discussion is not intended
to be a complete survey of the various synchronization algo-
rithms and message formats that could be used for this purpose.
Although there is no detailed discussion of these possibilities,
the general statistical considerations that are discussed below
do not depend on the detailed contents of the messages that are
exchanged between the client and the server to implement the
synchronization process.

The public time servers operated by NIST act as clients
with respect to the time scale that realizes UTC(NIST), and
they simultaneously act as servers with respect to the systems
that send them requests for time. The client and server modes
are realized by separate, distinct processes that are completely
independent and are linked only through the system clock; the
client process adjusts the system clock based on a message
exchange with the atomic clock ensemble in Boulder, and the
server process uses the system clock to construct the replies
to queries from remote systems. This separation simplifies the
design of each process, which can be optimized based on the
statistics of the corresponding channel. In addition, although
the time server is simultaneously a client with respect to the
NIST time scale and a server with respect to public users,
these two roles do not interact with each other and the follow-
ing discussion would apply to either of them. A discussion of
the overall synchronization pyramid between the NIST atomic
clock ensemble and the final client system would generally be
realized by several synchronization segments and is outside of
the scope of this discussion.

An optimum synchronization algorithm will combine the
statistics of the local clock with the characteristics of the net-
work link. The goal is to realize a combination that is better than
either component by itself. The method is based on the two-
sample Allan deviation [2] to characterize both the stochastic
variations in the frequency of the clock in the client, (the local
clock), and the variation in the two-way estimate of the network
delay. In most cases, the stochastic variations in the remote ref-
erence clock are small enough to be ignored relative to the other
contributions. From this perspective, the intent is that the Allan
deviation of the synchronized clock should be better than the
Allan deviation of both the free-running local oscillator and the
link to the remote reference time.
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In general, the use of the Allan deviation to characterize
the frequency of the local clock oscillator is quite success-
ful in modeling its stochastic behavior; the network delay is
more difficult to characterize in this way, especially when the
connection is implemented over a packet-switched network
such as the Internet, because it is generally not stationary, so
that no statistical estimator can fully describe its behavior. In
addition, the Allan deviation characterizes the RMS stability
of a system, and the statistic provides no information on the
system accuracy. The Allan deviation is also not sensitive to
a constant offset in frequency. This is generally not a serious
limitation, because this offset is estimated and removed by the
steering algorithm. Moreover, it does not provide any insight
into the worst-case measurement, so that it must be combined
with a nonstatistical method for handling outliers. Any method
for handling outliers is outside of a statistical description by
definition and is, therefore, always somewhat subjective.

The first step is to describe the basic operation of the two-
way message exchange between a client system that requests
the time and a remote server. The client and the server are linked
by a telephone connection or a network such as a local area
network or the Internet. An important aspect of the discussion
will be estimating the time difference between the client and
the server in the presence of stochastic variations in the char-
acteristics of the network link. The discussion will only briefly
consider the much simpler configuration in which the reference
clock is local and is connected directly to the client system or
where it is not local but is connected by a channel that has a
negligible stochastic variation in its delay.

II. TWO-WAY METHOD

The fundamental two-way method treats the two systems
that use it as equal partners in the message exchange. In
principle, either partner can initiate the message exchange or
both can transmit asynchronously. In practice, digital networks
are generally configured in a client—server mode; one system
always initiates the exchange and the other responds. The
remote client generally initiates the conversation in packet-
switched networks, while the exchange between the NIST time
servers and the clock ensemble that realizes UTC(NIST) is
initiated from the NIST-clock-ensemble end of the connection.
There can be subtle differences between these two implemen-
tations, as will be discussed below. The following discussion
will use a client—server model in which the client initiates the
conversation, because this is the configuration that is most
commonly used for digital time transfer. However, the basic
method would be unchanged if the roles of the client and the
server were interchanged.

The client initiates the conversation by sending a request to
the server at time ¢; as measured by its local clock. The mes-
sage is received by the server when its time is t5 and it sends a
reply at time ¢3, where both of these times are measured by the
clock on the server. The response reaches the client at time ¢4
as measured by its clock. The round-trip travel time is given by

A= (ty —t1) — (t3 — t2) (1)

where the first term is the total elapsed time for the round-trip
message exchange as measured by the client and the second
term is the time delay in the server, as measured by its clock,
between when it received the request and when it responded.
The method assumes that the one-way transmission delay d is
the same in both directions, so that the one-way delay in either
direction is given by

i= 7. 2)

The time difference between the client and the server is
Tes = (t1 +d) — to 3

where the first term on the right-hand side is the time of the
client when the outbound message was received by the server,
and the second term is the time of the server at that instant. A
positive value implies that the client system time is fast with
respect to the time of the server. Substituting (1) into (2) and
then (2) into (3), the time difference between the client and the
server is given by
1 —1la  tya—13

Tcs = T + 9 . (4)

The two-way message exchange described by the preceding
equations is asynchronous, and can be initiated at any time.

The link between the NIST time servers and the atomic clock
ensemble that realizes UTC(NIST) operates “backwards”—the
interface to the clock ensemble, which is acting in the role of
the server, initiates the conversation. The message exchange
is synchronous—the server transmits one message per second,
and advances the transmission time (relative to the time stamp
in the message), so that the on-time marker in the message will
arrive at the client system on time. The advance in the transmis-
sion time is computed from the round-trip delay measurement,
so that the client system must participate in the two-way mes-
sage exchange, but need not do any calculations. The advance
computed by the server is included in each message. In addi-
tion, when the NIST time servers act as clients to the NIST
clock ensemble, the software is configured so that there is a
negligible delay between when a message was received and
when the reply was sent back to the application linked to the
atomic clock ensemble. That is, to = t3 = ts. This is an impor-
tant design constraint in the client software because the server
linked to the atomic clock ensemble assumes that it is true. With
this simplification, (4) becomes

t t
1+4—t. 5)

Tcs = D) s

A. Limitations of the Two-Way Method

The accuracy of the two-way method depends on the validity
of the assumption that the path delay is symmetric, and (4) and
(5) incorporate this assumption explicitly. If the delay is not
symmetric then the outbound delay between the client and the
server is given by

d=FkA (6)
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Fig. 1. Error in the time difference € computed by the use of the two-way
message exchange as a function of the measured round-trip delay A. The max-
imum error is bounded by the two lines with slopes of +0.5A and —0.5A as
described in the text. The x- and y-axes are in identical but arbitrary units.

where 0 < k£ < 1. The outbound delay is greater than the delay
in the reverse direction when k& > 0.5, and the opposite is
true when k& < 0.5. The two-way method calculates the time
difference by substituting (2) into (3); but, when the path delay
is not symmetric, the actual time difference should use (6)
instead of (2). The difference between the true time difference
and the value calculated on the assumption that the path is
symmetric is given by

e = ((t1 + kA) — t2) — ((t1 + 0.5A) — o) = (k — 0.5)A.
)

Equation (7) shows that the maximum possible error due to a
path asymmetry is given by +0.5A, so that a path with a smaller
round-trip delay is guaranteed to have a smaller maximum
possible error. This point is illustrated in Fig. 1.

In general, the time difference computed with the two-way
method has two correlated unknowns: 1) the time difference
Tes and 2) the asymmetry parameter k, and the correlation is
removed by simply assuming that k£ = 0.5. Although there is
no way of detecting a constant asymmetry, which introduces
a constant bias into all of the time differences, it is often pos-
sible to estimate and remove the stochastic variability of the
asymmetry, as discussed below.

It is often the case that the stability of the oscillators in
both the client and the server over a relatively short time inter-
val is much better than the stability of the network delay or
its asymmetry over the same interval. This is almost always
the case for sufficiently short intervals because in many sys-
tems, both the local oscillator and the process that requests the
system time and uses it to estimate the time difference have
small white phase noise that is much smaller than the transfer
noise. Therefore, the time differences computed from the data
in several closely spaced messages should have the same value
because the stochastic frequency fluctuations of the oscillator
result in only a small time dispersion over the short interval.
With this assumption, any variation in the computed time dif-
ference between consecutive, rapid measurements must have
been caused by a change in the asymmetry parameter, since

the time difference of the physical devices has not changed and
the round-trip path delay has been estimated and its effect has
been removed. The “rapid” interval between measurements is
defined by the assumption that the time dispersion of the clocks
in both the client and the server are negligible relative to the
stochastic behavior of the network link over the same inter-
val. The validity of this assumption can be evaluated by noting
that the rapidly measured time differences do or do not corre-
late with changes in the measured round-trip delay. If a strong
positive or negative correlation is detected, then the change in
the measured round-trip delay is probably largely a change in
the symmetry of the delay, because the total round-trip delay
itself has been measured and its effect has been removed on the
assumption that the asymmetry is zero. This is the general sit-
uation with the telephone links between the NIST time servers
and the reference time scale.

If there is a significant variation in the measured time differ-
ences, but no significant variation in consecutive measurements
of the round-trip delay, or if the variation in the round-trip
delay measurements does not correlate with the variation in
the measured time differences, then the situation is ambiguous.
It can result from a change in the symmetry of the round-trip
delay, especially if the change in symmetry did not significantly
change the overall round-trip delay. One possible cause, espe-
cially if the system is heavily loaded or if it supports a graphical
user interface, is that the values of ¢5 and t3 do not represent
the actual times at which the message was received and the
reply sent, respectively. (If the link is to the NIST time scale,
the analogous problem is that the assumption that to = t3 does
not describe the actual situation.) This is discussed below in
more detail. Another possible cause is that the variation in the
time differences is caused by a time step or a real variation in
the frequency of the local clock. In other words, the assump-
tion that the stochastic variations in the true time difference is
much smaller than the variation in the network delay is not
true. There is no unique way of dealing with this situation.
The three possibilities are as follows. 1) The time-differences
should be accepted because the variation in the measured time
differences results from low-probability events that conform
to the statistical model. 2) The values should not be accepted
because the variation results from a one-time glitch. 3) The val-
ues should be accepted and they indicate that the model of the
clock behavior should be revised. The revision would include
either a change in the estimate of the deterministic frequency
offset of the client oscillator or a change in the magnitude of
the stochastic parameter, or both.

The NIST servers use assumption 1) for variations that are
less than or equal to twice the assumed statistical noise parame-
ter. They use assumption 3) for variations that are between two
and three times the statistical noise parameter and assumption
2) for larger variations. A one-time glitch is the most com-
mon reason for the problem, and this assumption is validated
when the measured time difference returns to a normal value
on a subsequent measurement cycle. Subsequent time differ-
ences will continue to have problems if there is a change in
the underlying deterministic frequency value or a change in the
magnitude of the stochastic parameter. The incremental differ-
ences between the expected and the measured time differences
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will tend to have the same value if there has been a change in
the deterministic frequency of the client oscillator, and this will
not be true if the stochastic amplitude has changed.

The success of models based on the Allan deviation (or on
any other statistical estimator, for that matter) depend on the
fact that glitches are relatively rare events. If this is not the
case, then it is probable that the data are not stationary, and
a statistical analysis may not be appropriate in this situation.
In some cases, it is possible to use a time-varying Allan devi-
ation to model the data or by “prewhitening” the data by
removing a nonstationary contribution such as a diurnal effect.
Diurnal (or nearly diurnal) contributions often occur for mes-
sage exchanges that use the Internet or when the frequency of
the oscillator in the client system has a significant admittance
to temperature variations.

B. Advantages of the Two-Way Method

Even when the path delay has a static asymmetry, the two-
way method can be useful in attenuating the resulting time
error. For example, suppose that the round-trip delay is mea-
sured as 1 s, but the outbound and inbound delays are 0.6 and
0.4 s, respectively; therefore, £ = 0.6/1 = 0.6. The cause of
this static asymmetry is not important. The asymmetry can be
caused by a distributed inbound—outbound difference in delays
or by a completely symmetric network coupled to a piece that
is essentially completely asymmetric because it has a much
greater delay in one direction than in the other one. The differ-
ence between these two path delays is 0.2 s, but from (6), we see
that the error in the estimate of the time difference is only 0.1 s.
The application of the two-way method has reduced the impact
of the static time asymmetry by a factor of 2. The error with no
correction at all would have been much larger, of course.

If the round-trip delay due to the completely symmetric por-
tion of a connection is 0.8 s, and a completely asymmetric
outbound segment adds a variable delay ¢, the measured round-
trip delay is 0.8 + ¢ and the outbound delay is 0.4 + §. The
value of k is given by

d 0444

=—= . 8
A 0849 ®

From (7), the error due to this asymmetry is
e =(k—0.5)A = 0.50. C)

The time error caused by the variable asymmetry has been
attenuated by a factor of 2—the same result as for a static
asymmetry. The statistics of the measurement process would
be degraded by only one-half of the varying asymmetry.

If it is recognized that the asymmetric portion of the delay
is confined to a single segment of the network path, the
asymmetric portion might be moved outside of the two-way
measurement loop in an attempt to improve the statistics of the
synchronization process. As it will be discussed, this may not
improve the accuracy of the actual time transfer.

To see this, suppose that the two-way protocol was imple-
mented as a user process on a system, and both the jitter and
the asymmetric contribution to the delay were caused by a vari-
able latency in the response time of the operating system to a

request for a time stamp by this process. Then, the statistics of
the process that controls the system clock could be improved
by implementing it as a low-level process within the operating
system instead of as a normal user process. The jitter and the
variable asymmetric portion of the delay are no longer in the
measurement loop, and the statistics of the measurement pro-
cess have improved. In this simple model where there are no
other noise sources and the delay in the path has become com-
pletely symmetric, the errors in the measurement process have
been reduced to zero. However, the user process still sees the
variable latency in the response of the operating system to a
request for a time stamp, and this variable latency is no longer
attenuated. In this situation, improving the apparent statistics of
the process that measures the time difference of the client clock
actually makes things worse, by a factor of 2, from the perspec-
tive of a user application running on the same system if that
application requests time stamps from the kernel.

The lesson of the preceding discussion is clear: the process
that controls the system time and the process that uses the time
should run at the same level—either both should be user pro-
cesses or both should run as low-level processes in the kernel
of the operating system. The second configuration, in which
the application runs as a low-level process in the kernel of the
operating system, makes it difficult to change the application
that uses the system time, so that synchronizing a computer
clock by means of a low-level process may not be optimum
from the perspective of a user application that will use the time.
The magnitude of this problem depends on the jitter and latency
within the operating system, and can be significant if the system
is heavily loaded, if it supports a graphical user interface with a
large number of open windows, or if it supports a process like
a Web server that presents an inherently asymmetric load to the
network interface.

The results of a series of experiments designed to demon-
strate the potential magnitude of this problem are shown in
Fig. 2. This figure shows the hourly time differences between a
PC with a common operating system that includes a graphical
user interface and an NIST time server located (in an adja-
cent room) on a different subnet of the Class B network of
the University of Colorado. The time differences were acquired
by means of the two-way network time protocol (NTP) for-
mat as described in the preceding text. The clock in the client
system was not adjusted, and a constant rate offset has been
removed from all of the data to make the variation easier to
display.

The data segment identified as “A” in the figure (the first
19 h of the experiment) was acquired when the system had only
the NTP client process running, which is as close to a single-
user environment as is possible in that kind of system. The data
exhibit a quasi-periodic variation with an amplitude of about
50 ms peak-to-peak and a period of about 5 h. This variation
is caused by an unknown combination of the varying asymme-
try of the network link, the fluctuations in the frequency of the
oscillator that drives the clock in the client system, and any vari-
ation in the time-dependent background processes that are part
of the operating system.

In the data segment identified as “B” in the figure, a sec-
ond user process that presented a very asymmetric load to the
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Fig. 2. Time difference, in seconds, as a function of elapsed time, in hours,
between a computer configured with a common operating system that includes
a graphical interface and an NIST time server located on an adjacent subnet of
a Class B network. The data identified as “A” (the first 20 h of the data set)
were acquired when the client computer had no other processes running, the
data identified as “B” (from hour 21 to hour 42) were acquired when the client
computer had a simulated asymmetric network load, and the data identified as
“C” (from hour 43 to the end of the measurements) were acquired when the
network segment that linked the client computer also had a heavy load. An
overall rate offset has been removed. The significance is discussed in the text.

operating system was added starting at hour 20. The intent was
to simulate the effect of a process that provided Web service.
This additional process introduced an immediate time step with
an amplitude of approximately —150 ms, caused by a change
to the static asymmetry within the operating system. There is
also a change in average frequency offset relative to the previ-
ous segment and smaller time steps. The time steps would be
particularly difficult to deal with in an actual synchronization
process. A time step that is confined to a single measurement
is treated as an outlier and ignored; the persistent time steps in
the figure would be taken as real, but only after some delay that
would verify that they were not single-point outliers.

In the data segment identified as “C” in the figure, another
system was added to the local network segment at hour 43.
This additional system increased the load on the local net-
work, which increased both the delay and its asymmetry. This
resulted in another immediate time step and another change in
the average rate relative to the previous segment.

These results confirm the previous discussion that it can be
quite difficult for a user-level application to realize accurate
millisecond-level timing in a computer system of this type, and
that there can be a significant asymmetry in the time delay in
the network link and the kernel of the operating system. There
may be no easy fix for this problem.

III. SYNCHRONIZING THE CLOCK ON
THE CLIENT SYSTEM

The two-way message protocol can be used to synchronize
a client clock to a remote time reference. Configurations where
the reference clock is directly connected to the system or when
it is connected by a channel that has negligible stochastic delay
variations do not require any complex analysis because the

effective stability of the reference clock is so much better than
the local system time. The simple strategy in these configura-
tions is to use the time of the reference clock either directly
or by tightly coupling the local clock to the reference time.
The free-running frequency stability of the local clock becomes
irrelevant in this configuration, and the local clock will follow
the remote reference unconditionally.

A configuration when the channel to the reference clock has
significant stochastic variation in its delay or in its symmetry is
more complex; this is the usual situation when the channel is
realized by means of telephone circuits, a local packet network,
or the Internet. The goal of the synchronization process is to
improve both the accuracy and the stability of the client clock.
The improvement in the accuracy depends on the validity of
the assumption that the delay is symmetrical on the average,
and that the asymmetry in the delay is small for every message.
The requirement that the delay is symmetrical on the average
is needed to guarantee that the average of a sequence of round-
trip delay measurements can be used to compute an accurate
estimate of the one-way delay. The magnitude of the delay is
not important. The requirement that the asymmetry in the delay
is small for every message is needed to improve the proba-
bility that only a relatively small number of round-trip delay
measurements is needed to obtain an accurate estimate of the
one-way delay. When these conditions are satisfied, the mea-
sured channel delay can be divided into two contributions: 1) a
symmetric, noiseless physical delay, and 2) a stochastic contri-
bution that has a mean of zero for relatively short-time intervals.
The average of the delay over a relatively small number of time-
difference measurements converges to the true noiseless value
in this case.

Asymmetric delays are much more difficult to deal with. It is
generally not possible to detect a constant asymmetry or one
that has a very long-period variation unless the time differ-
ence computed from the message exchange can be compared
to data acquired via an independent channel. Therefore, a static
asymmetry will compromise the accuracy of the synchroniza-
tion process, but will not impair the stability. As a practical
matter, it can be difficult to estimate a static or nearly static
slowly varying asymmetry in the presence of a large stochastic
variation in the delay estimate.

To improve the stability of the client clock, the time dis-
persion that results from the frequency variations of the local
oscillator and the fluctuations in the process that requests the
time from the operating system must be separated from the
apparent fluctuations in the measured time differences due to
the stochastic variation in the reference device and the channel
that links the two systems. The method will degrade the stabil-
ity of the local clock if it adjusts its time or frequency based on
these latter time differences—the local clock would have been
more stable if it had been left alone. In most cases, this varia-
tion can be attributed solely to the network because the native
stability of the remote reference system is very small compared
to the instability of the channel delay. This is always true if the
reference device is linked to the atomic clock ensemble of a
National Metrology Institute or timing laboratory and the chan-
nel is implemented by means of a packet network such as the
Internet or the telephone system.
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Fig. 3. Two-sample Allan deviation (square root of the Allan Variance) of the
free-running stability of the clock in a typical general-purpose computer. The
points are the measured time-difference values and the straight lines help to
identify the underlying noise types as described in the text. The arrows near the
bottom of the figure at averaging time of about 50 000 s and 1 day identify the
range of averaging times that maximize the benefit to cost ratio as described in
the text.

A. Characterizing the Clock Stability

The first step in the separation of variance described in the
previous paragraph is to estimate the free-running stability
of the clock in the client system. The standard two-sample
Allan deviation is used to evaluate the synchronization process;
the more complicated relatives of the simple variance (Mod
AVAR, TVAR, ToTvar, etc.) [3], [4] include an averaging of
the time-difference data in the computation, and this averaging
is generally not incorporated into the synchronization process.
The simple two-sample Allan variance, on the other hand, is
closer to how the time-difference data are actually used in the
synchronization algorithm.

Fig. 3 shows a log—log display of the two-sample Allan
deviation for the clock oscillator in a typical general-purpose
computer system. The points in the figure were computed using
an external atomic clock to generate a system interrupt every
second and then reading the system time on every interrupt.
This procedure evaluates the oscillator as it is seen by a user
process. The system under test did not use a graphical user
interface, and the measurement process was started from the
command line. It was the only user process running on the sys-
tem during the evaluation. The statistics of the bare physical
oscillator are not observable. The latency of the measurement
process itself was tested and found to be on the order of a few
microseconds, which is negligible in this configuration.

The three straight lines in the figure help to identify the
noise processes that are important for different averaging time
domains. For averaging times 7, less than about 10* s, the
Allan deviation oy, (7) is approximately 0.0011/7; it is approx-
imately 1.1 x 107°//7 for averaging times between 10* s
and 5 x 10* s and approximately 5 x 10~® for averaging times
between 5 x 10* s and 1 day. The Allan deviation increases
as a power of the averaging time for times greater than 1 day,

but synchronization algorithms generally do not operate in this
region, so that the behavior is not important there. The time
dispersion resulting from this frequency noise is approximately
given by 7 x o, (7); the magnitude of the time dispersion is a
few milliseconds for any averaging time less than about 1 day
(105 s). For comparison, the deterministic frequency offset for
this device is about 2.5 s/day—almost a factor of 500 times
larger than the stochastic time variation. The large difference
between deterministic and stochastic frequency contributions is
true for many types of oscillators.

There is some variability among different computer mod-
els, and even among different computers of the same model.
The variability is most significant at shorter averaging times.
The best system that was tested (evaluated in the same way as
described above) had a short-term stability of 8.9 x 1075 /7—
significantly better than the more typical system described
above. However, its performance at longer averaging times was
about a factor of 3 worse than the values quoted above. The
transition between 1/7 and 1/+/7 dependence occurs at an aver-
aging time of about 100 s. The minimum value of the Allan
deviation is about the same as for the previous device, so that
this device would also have a stochastic time dispersion of only
a few milliseconds for any averaging time less than about 1 day.
The deterministic frequency offset for this device was about
4 s/day. As above, the deterministic frequency offset is much
larger than the stochastic variation.

The measured stability at the shortest averaging times
includes the jitter and latency in the communication between
the user process and the operating system. This is only a few
microseconds in the configuration used for the tests, but it could
be significant if the system were heavily loaded. It would be
possible to realize greater time stability by moving the measure-
ment process into the operating system kernel. Unfortunately,
this may not be of much help to a user-level process that
depends on the system clock, which is why this configuration
was not exploited for these evaluations.

The noise process at averaging times less than about 10* s
is approximately white phase noise, so that the Allan devi-
ation in Fig. 3 implies a time dispersion of approximately
0.0011/4/3 = 0.64 ms independent of the averaging time. A
more conservative estimate would be about 1 ms. It would be
possible to improve this time dispersion by averaging consec-
utive time-difference measurements, but the improvement that
could result from averaging would probably not be available to
a process that associated a time stamp to a single nonrecurring
event. Averaging consecutive measurements is never optimum
from a cost/benefit perspective, since the cost increases linearly
with the number of measurements that are included in the aver-
age, while the standard deviation of the average improves only
as the square root of that number.

B. Characterizing the Channel Delay

The second step in the design of a synchronization algorithm
is to estimate the statistical characteristics of the data channel
back to the reference clock. The discussion is limited to the sit-
uation where the communications channel that links the client
to the server has a symmetrical delay on the average, but both
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the delay and its asymmetry vary in time. A static asymmetry
generally cannot be detected or removed.

The variations in the channel delay are characterized by
means of the Allan variance formalism; this result is compared
with the free-running stability of the local oscillator as shown
in Fig. 3, and the averaging time is set to the point at which the
variance of the remote clock seen through the noisy channel is
more stable than the performance of the local clock oscillator.

The method can be illustrated by considering the statistics of
the telephone connections that are used to link the NIST time
servers to the atomic clock ensemble [5], [6]. A typical con-
nection lasts about 30 s, and the statistics of these connections
can be characterized as white phase noise for the duration of
the connection, with the exception of the first few seconds dur-
ing which the line delay is stabilizing. The magnitude of the
Allan deviation for these data was approximately 3 x 1072 /7.
Comparing this value with the values shown in Fig. 3, the mea-
surements show that at short times, the NIST atomic clock
ensemble as seen through the telephone line was noisier than
the stability of the local clock oscillator, and the stability of
the local oscillator would be degraded if the interval between
calibration queries was too short.

The telephone link will be less stable than the local clock
oscillator for all times in the 1/7 domain, since both contribu-
tions vary as the same function of the averaging time in this
domain. The two noise contributions will be equal when

3x107%  1.1x107°
T B VT
T ~ 74000 s

(10)

and the remote reference clock seen through the communica-
tion channel will be more stable for all averaging times greater
than this value. The performance of the synchronization algo-
rithm is now defined: the stability of the local clock will be
determined by its free-running stability for averaging times less
than the value in (10), and will be given by the stability of the
reference clock as seen through the telephone line for longer
periods. The longer period divergence in the free-running sta-
bility of the client clock for averaging times greater than 1 day
has been removed and the overall stability is better than either
contribution.

To express this result in more general terms, consider
the somewhat idealized situation where the statistics of the
local clock are dominated by white frequency noise with no
appreciable white phase noise (due to measurement jitter, for
example), and where the statistics of the remote clock and
the channel can be characterized as simple white phase noise
with no glitches, periodic delay variation, or any of the other
problems that can occur with real channels. In that case, the
Allan deviation of the local clock as a function of averaging
time can be characterized as
Hr)=

T

where L is the magnitude of the Allan deviation for the local
clock. The Allan deviation of the remote reference clock as
seen through the channel can be characterized as

ag

(1)

12)

where R is the magnitude of the channel deviation. If we com-
bine (11) and (12), the averaging time at which the cross-over

occurs is
R\?
T (L>

The counter-intuitive result is that decreasing the averaging
time does not improve the stability of the local clock because
the free-running stability of the local clock is corrupted by
noise from the channel connection to the remote reference. In
fact, the optimum averaging time or polling interval should be
increased as the channel becomes less stable. As a practical
consequence of this result, a clock synchronized by means of
messages transmitted over the wide-area Internet should almost
always have a longer polling interval and averaging time than
the same clock synchronized by means of messages transmit-
ted over a local, more stable network [7]. Most synchronization
algorithms use much shorter averaging times in this situation,
suggesting that they probably introduce network noise into the
local clock oscillator.

The algorithm that is used to synchronize the NIST public
NTP servers [7], [8] is based on these considerations, with the
averaging time of the clock control loop decoupled from the
polling interval as it is discussed in the following paragraphs.
The control loops in the NIST time servers average five con-
secutive 1-s time differences, so that the effective value of R is
improved by a factor of somewhat more than two with respect
to the value that is characteristic of a single 1-s measurement.
However, the averaging time is much longer and is set based on
the considerations that are discussed in the previous paragraphs
with this improved value of R.

The model for the statistics of the local clock is reasonable
if it does not have a graphical user interface, is not heavily
loaded, and does not support a Web service. However, real
channels, especially those that communicate using the public
Internet, tend to have larger jitter in the asymmetry than would
be predicted from (12). A channel may also have longer period
symmetry variations, especially at diurnal or near-diurnal peri-
ods. These problems will increase the value of the estimate
of the two-sample Allan deviation over the value predicted by
(12), and will tend to require even longer averaging times than
would be predicted from (13).

On the other hand, the averaging time should be decreased as
the channel becomes more stable, and there will come a point
where the analysis of the previous paragraphs no longer works.
With the Allan deviation shown in Fig. 3, this point will occur
when the averaging time computed above drops below 10 s.
The Allan deviation of the local clock changes to a 1/7 depen-
dence in this case. The remote and local clocks have the same
dependence on averaging time in the simple model discussed
above, and the ratio of the two Allan deviations becomes inde-
pendent of averaging time. The time differences are completely
characterized by white phase noise in this domain, and the vari-
ance of the time differences can be improved by decreasing the

13)
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polling interval and averaging more and more measurements.
The variance of the time differences will improve as the recip-
rocal of the number of measurements that contribute to the
average. In the limit of an extremely short polling interval, the
remote clock seen through the channel is always more stable
than the local clock, and the local clock is simply locked to the
remote time differences. The time dispersion of the local clock
can be made arbitrarily small on a stable, quiet network or when
the reference clock is a locally connected device that is linked to
the system by a method that has negligible measurement noise.
The tight coupling of the local system to the remote clock drives
the estimate of the effective offset frequency of the local clock
to zero, since the rapid polling interval results in the time dis-
persion due to the frequency becoming negligible relative to
the white phase noise of the measurement process. Therefore,
although the time stability of the local clock is improved, we
no longer have any information at all about the static frequency
offset of the local clock oscillator or the characteristics of its
stability. The time accuracy of the local clock will be rapidly
compromised if the reference signal is lost since we can no
longer flywheel on its previously estimated offset frequency.
This very rapid polling interval is an acceptable solution if the
goal is to have the local and remote clocks on the same time
without regard to whether this time is or is not correct and if
the reliability of the data stream from the remote clock is not a
significant concern.

These two situations suggest two different synchronization
strategies. In the more common situation described by (11)—
(13), the cross-over between the stabilities of the remote and
local devices will always occur in the white frequency noise
domain of the local clock, so that the optimum strategy will be
based on averaging the frequency of the local clock and using
the average to drive the time dispersion to zero [8]. On the other
hand, when the dominant noise source is white phase noise, the
optimum strategy will be based on averaging the time difference
directly. This latter situation would be appropriate for a directly
connected reference clock or one that is remote and linked by
a channel with a very stable delay [9]. These stable delays can
be realized when the link is implemented by a physical circuit
that has no packet-switching elements or if these elements are
present but the propagation delays through them are measured
by special-purpose “boundary clock™ hardware. See, e.g., the
description of the IEEE 1588 standard, commonly referred to
as the precise time protocol (PTP) [10].

IV. COST-BENEFIT ANALYSIS

Consider the situation where the object is to adjust the inter-
val between queries so as to maximize the benefit/cost ratio of
the synchronization process. This might be an appropriate anal-
ysis when it was expensive to query the remote server, and the
goal is to minimize the cost by minimizing the number of such
queries. If the cost of a single query (measured in units of net-
work bandwidth, computer cycles, etc.) is C, then the total cost
of synchronizing the clock for a time 7" seconds with messages
every 7 seconds is proportional to the number of messages that
will be transmitted in time 7°, and is given by

Cost = = (14)
T
The benefit will be proportional to the reciprocal of the time
deviation computed from the Allan deviation of the process—a
smaller Allan deviation implying a greater benefit. The benefit
is approximated by

1

Benefit = B———
7'C"y(T)

s)

where B is a proportionality constant. The goal is then to max-
imize the ratio of benefit and cost per second, which is given by
cost/T.

Benefit E 1
Cost  Caoy(r)

(16)

The Allan deviation can be modeled as a power k of the
averaging time, so that

o, (1) = StF
Benefit B,
= =7 "

Cost cs

The fraction on the right-hand side of (17) is a constant that is
a characteristic of the stability of the clock and the characteris-
tics of the network link, so that the benefit/cost ratio continues
to improve as long as the polling interval between queries is
increased and parameter k, the slope of the Allan deviation,
remains negative. In this domain, the cost is decreasing faster
than the stability is degrading. From Fig. 3, the optimum aver-
aging time from this perspective is between about 50 000 s and
1 day. The benefit/cost ratio starts to degrade at averaging times
longer than about 1 day. The cost would continue to decrease as
the reciprocal of the averaging time for longer averaging times,
but the stability degrades more rapidly, so that the benefit/cost
ratio becomes less favorable. However, these longer averaging
times might possibly still be acceptable if only modest timing
accuracy was required [11].

For example, consider the last point in the free-running sta-
bility statistic show in Fig. 3. The measurement interval for that
data point is approximately 10°-® s or about 88 h. If a clock had
been set on time and on frequency at the start of the interval,
its time dispersion after 88 h would be approximately given
by 7 x 0,(7) = 1076-95+5:5 = (0.035s. A practical algorithm
would not use a polling interval this long because it would not
provide a timely detection of outliers or other problems; the
actual polling interval would be driven by concerns about out-
liers and errors and not by considerations of statistical stability,
but a polling interval this long might be appropriate for a system
that was connected to a network only occasionally.

a7

V. CLOCK ADJUSTMENT AND ERROR CORRECTION

The intervals between calibration queries derived in the
preceding sections were based on statistical considerations and
were generally quite long—at least several thousand seconds
and possible even longer. This has the disadvantage that an
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error in the local clock may persist for some time before it
is detected and removed. A timely detection of errors would
require a much shorter polling interval, but the time-difference
data acquired in this way should not be used to discipline the
local clock directly without some method of detecting and
removing outliers if the optimum statistical performance is to
be maintained. For the purposes of error detection, the interval
between calibration requests is set as a compromise between
shorter polling intervals, which would provide more rapid
response to time errors, and longer polling intervals, which
would be less expensive in terms of connection charges and
computer cycles. Time errors in the system clock are relatively
rare events, whereas problems with the stability of the network
link to the remote server are much more common. Therefore,
it is important to process the measurements with an algorithm
that detects and ignores outliers.

A. Kalman Algorithms

Determining the optimum clock adjustment based on a time-
difference measurement is difficult because the problem is
fundamentally under-determined. The variance in the measured
time differences must be apportioned among the deterministic
and stochastic parameters of both the clock and the network
and there is no unique way of doing this without some ancil-
lary information. The deterministic parameters are not known
a priori, and must be estimated from the data. A Kalman algo-
rithm [12] is an example of a method that provides the statistical
machinery to calculate the clock correction and to estimate the
evolution of the model parameters.

The algorithm requires initial estimates of the variances and
co-variances of the stochastic parameters of the clock and the
network, and these are often derived from the Allan variance
of each contribution separately. The statistical characteristics
of the network are particularly difficult to specify because the
stochastic variation in the network delay is often not station-
ary so that it cannot be described by a statistical variance, and
this is one of the primary weaknesses of the Kalman method.
A related weakness is that Kalman algorithms generally do not
have a robust method for detecting and ignoring outliers, which
do not conform to the assumed statistical model by definition.
A Kalman algorithm for estimating the stochastic performance
of clocks is in [12].

On each cycle, the algorithm combines the current time-
difference measurement with the value expected based on the
previous solution, the deterministic parameters of the clock
model, and the elapsed time since the last calculation. The
outputs of the calculation are updated values of the various
deterministic and stochastic parameters.

In addition to the difficulty of specifying the statistical
characteristics of the network in a format that can be used by
a Kalman algorithm, the calculation is rather involved, and is
difficult to implement on a very busy time server. Therefore,
we have used the simpler algorithm to be described in the next
section.

B. Averaging and Exponential Filters

The basic assumption of the simpler averaging algorithms
is that it is possible to choose a polling interval in which the

measurements are dominated by a single stationary random
process with a white spectrum. With this simplification, the
parameter that has the white spectrum can be averaged for a
time interval determined by the range of validity of the spec-
trum characteristic. The two common choices are a polling
interval where the measurements are dominated by white phase
noise and an interval where the dominant contribution is white
frequency noise. The time difference can be averaged in the
first domain and the frequency in the second one. Instead of a
specific moving average of the appropriate parameter over the
domain of validity, it is easier to use an exponential filter, with a
time constant determined from the variance, which determines
the averaging time, and the polling interval.

If the optimum averaging time, computed using the statis-
tical considerations discussed above, is I', and if the interval
between time-difference measurements is a shorter interval At,
then the dimensionless constant « is defined as

T

K

The estimate of the control parameter P at time jAt is com-
puted as a running average based on the computed value of P
at the previous time and the value estimated from the current
measurement p

o K)Pj,1 +p

TRl (19)

In the time domain, (19) is equivalent to a running average
of xk measurements [13]. From the Fourier analysis perspective,
(19) is a low-pass filter with unity gain at a Fourier frequency
of zero and a roll-off at higher Fourier frequencies determined
by 1/kAt.

The client algorithm of the NIST time serves operate in the
white-frequency-noise domain, so that the control parameter P
is the estimate of the frequency offset of the client clock. The
frequency control loop uses « equal to 3 or 4. The analogous
running average of the time differences would be appropriate if
the control loop is operating in the domain where white phase
noise dominates the noise spectrum. The value of x would be
chosen based on the considerations discussed above, and would
generally be of order 10 when the channel between the client
and the server is realized with a connection through the public
Internet. As discussed in [11], the value of x would be cho-
sen dynamically based on a real-time estimate of the Allan
deviation of the channel between the client and the server.

A better choice is to use two averaging domains with two
exponential filters—a rapid polling interval where the noise
spectrum is white phase noise and the output estimate is the
average time difference, and a longer interval in the white fre-
quency domain where these time differences are averaged again
to estimate the optimum average frequency.

VI. SUMMARY

The Allan deviation has been applied to the design of meth-
ods for synchronizing computer clocks by the use of data
transmitted over digital networks. The strategy is to design a
synchronization algorithm so that the resulting time has the
best characteristics of the local clock and the remote clock
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seen through the communications channel. In the simplest case
where the cost of calibrations is not an issue and where the
overall synchronization process can be characterized by white
phase noise for all averaging times, then the optimum strategy
is simply to query the remote server as rapidly as possible and
average the time differences. This configuration will have poor
hold-over performance if the link to the reference is lost, and is
generally limited to a directly connected reference time source.

In general, some combination of determining the average
time difference in the white phase noise domain combined
with determining the average frequency in the (generally
longer) white frequency noise domain provides the best bal-
ance between accuracy and hold-over performance. Finally, the
Allan deviation has been applied to estimating the optimum
benefit/cost ratio of a synchronization algorithm, which would
be appropriate when querying the remote system is expensive
in terms of computer cycles, network bandwidth, or some other
parameter.

In applications where only modest stability is required, the
Allan deviation of the free-running system clock could be used
to calculate an increased interval between queries to the server
so as to realize this requirement. This would be particularly use-
ful in systems that are only occasionally connected to a network
that can communicate with a time server.
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